
           

Confidentiality and Security Agreement
Kaiser Permanente – Washington Region
This Agreement applies to all users of Kaiser Permanente information systems. “Kaiser Permanente” means Kaiser Foundation Hospitals, 
Kaiser Foundation Health Plan, Inc., Kaiser Foundation Health Plan of Washington, Kaiser Permanente Insurance Company, The Permanente 
Federation, the Permanente Medical Groups, and the subsidiaries, partners and successors of the foregoing. I understand that as a user of 
Kaiser Permanente information systems, I may have access to non-public, confidential information related to the operations of Kaiser 
Permanente and I acknowledge my legal and ethical obligations to protect the confidentiality of all such information. Kaiser Permanente’s
confidential information includes, but is not limited to, the following:

Patient/member/enrollee/participant health care and financial information, including but not limited to, medical records, credit card and banking 
information, health plan information, billing and accounts information, claims data, and peer review activities;
Private employee, personnel, compensation, financial, and health care information;
Business information relating to Kaiser Permanente and its affiliates and subsidiaries, including but not limited to fiscal, proprietary, research, 
sales and marketing, planning, risk management, legal, health plan, management information, software and trade secrets.

The above will be referred to as “Kaiser Permanente Information” throughout this Agreement.

POLICIES AND INCIDENT REPORTING
I will comply with all Kaiser Permanente privacy, confidentiality, and security policies and procedures. If I have questions about these policies or 
my obligations, I will consult with my manager or the Privacy Office.
I will complete all required privacy, confidentiality and security training within the required timeframes.
I will immediately notify my manager and the Privacy Office of any actual or suspected privacy, confidentiality or security policy violations, 
whether intentional or accidental, including, without limitation, compromised passwords and inappropriate use, access or disclosure of Kaiser 
Permanente Information. 
I will cooperate with privacy and security incident investigations.

OWNERSHIP OF INFORMATION
I agree that the Kaiser Permanente Information I access during the course of my employment or relationship with Kaiser Permanente is owned 
by and belongs to, or is used under license by, Kaiser Permanente. This includes information that I receive, create, transmit, or store on or 
through Kaiser Permanente information systems or that is maintained for Kaiser Permanente by third parties.
I agree that I do not have any expectation of privacy with respect to my use of Kaiser Permanente Information and Kaiser Permanente
information systems. I understand that at any time, with or without notice, Kaiser Permanente may audit, investigate, monitor, access, and 
disclose information related to my use of Kaiser Permanente Information and/or its information systems, network and Internet access. 
I agree that Kaiser Permanente has the right to access, copy, and make unlimited use of any data which I receive, create, store or transmit, 
regardless of where such data is stored. I further agree to provide Kaiser Permanente access to any such data stored on media in my personal 
possession, whether or not the storage media is owned by Kaiser Permanente.

AUTHORIZATION TO ACCESS, CREATE, USE, AND DISCLOSE INFORMATION
I understand that my access to Kaiser Permanente information systems is granted by Kaiser Permanente in order for me to perform my 
job/contractual duties. I will access, create, use, or disclose Kaiser Permanente Information only if there is a legitimate business reason for such 
access, creation, use or disclosure, and I will limit the information accessed, created, used, or disclosed to the minimum amount necessary to 
accomplish my duties. I will differentiate my role as a business user of Kaiser Permanente information systems from my personal use as a Kaiser 
Permanente patient, member or employee by complying with the following:

I will follow Kaiser Permanente’s established processes for accessing information as a Kaiser Permanente member, patient or employee;
e.g., through the use of the Kaiser Permanente Member website or official release of information procedures, or as an employee through 
employee self-service portal, and will not use my business access for personal purposes.
I will not use my job-related access to Kaiser Permanente information systems to view information about my family members, friends, co-
workers, or others for personal purposes. I understand that if I access my own or a family member’s health information for personal purposes
through any means other than Kaiser Permanente’s established processes for patient or member access to such information, my 
employment or contractual relationship with Kaiser Permanente may be terminated.
I will use secure messaging on the Kaiser Permanente Member website (and not staff messaging) when communicating as a patient with my 
Kaiser Permanente provider. 

If I use Health Information Exchange functionality, I will only use it for treatment purposes. Health Information Exchange functionality means 
Kaiser Permanente health information system functionality or connectivity that enables the transmission of health information among 
organizations including, without limitation, Epic Care Everywhere, Epic Care Elsewhere, Epic Galaxy Wide Net, OneHealthPort HIE, eHealth 
Exchange, and SureScripts.

Continued on next page

By signing below, I acknowledge that I have read and understand this Agreement and hereby agree to comply with its terms. I
acknowledge this Agreement is legally binding and that compliance with its terms is a condition of my employment or service contract
with Kaiser Foundation Health Plan of Washington, Kaiser Foundation Health Plan of Washington Options, Inc. or Washington Permanente
Medical Group and my obligations set forth in this Agreement continue after the termination of such employment or service contract.

Signature: Date:

Name:                                          Employee ID:                         User ID:

Department:       Manager:           



           

CONFIDENTIALITY
In the course of my work I may see or hear confidential information about Kaiser Permanente patients and members, or about Kaiser 
Permanente business. I recognize my legal and ethical obligations to protect the confidentiality of all Kaiser Permanente Information. I will not 
disclose Kaiser Permanente Information to unauthorized individuals. This includes discussing information in public areas and on the internet or in 
social media in a manner that unauthorized individuals may hear or see.

SECURITY
I will secure Kaiser Permanente Information against loss or misuse, and unauthorized access, disclosure, modification, or destruction by 
complying with the following:

I will comply with and not attempt to circumvent security configurations or security policies or standards in any Kaiser Permanente information 
system.
I will not share or expose my password or allow others to use my user ID or passwords. I will only use my assigned user ID and password to 
access Kaiser Permanente Information and information systems that I am specifically authorized to access.
If I use a portable electronic device, such as an iPhone, laptop, or tablet, to access Kaiser Permanente Information, I will do so in accordance 
with Kaiser Permanente security policies and standards. I agree to implement appropriate measures to secure the portable electronic device 
to prevent unauthorized access to or disclosure of Kaiser Permanente Information including, password protection and, as appropriate, 
encryption.
If I choose to synchronize my Personally Owned Device to Kaiser Permanente systems, I will read and acknowledge the terms and 
conditions under the “Kaiser Permanente Email/Calendar Synchronization for Personally-Owned Devices Program Participant Agreement.”
I will comply with Kaiser Permanente policy and standards when transmitting confidential information over fax, e-mail, secure messaging, 
staff messaging, or secure file transfer.
I will print information from Kaiser Permanente information systems only when necessary for a legitimate business purpose. I acknowledge
that I am accountable for the physical security of all information I print.
I will not copy, move, or store Kaiser Permanente Information to non-Kaiser Permanente systems or removable storage media (flash drives, 
portable hard drives, etc.) without prior documented approval from the Kaiser Permanente Technology Risk Organization.
If I have a legitimate business purpose to take any Kaiser Permanente Information off Kaiser Permanente premises, I will only do so with 
permission from my manager. I acknowledge my duty to protect such data from loss or unauthorized disclosure.
I will follow Kaiser Permanente policy and standards regarding confidential waste, as well as departmental policies and procedures for 
disposing of confidential information.
I will not ask any other person to access Kaiser Permanente Information on my behalf that I am not permitted to access on my own and will, 
likewise, not access Kaiser Permanente Information for others that they are not permitted to access on their own, except in accordance with
established processes for accessing information as a Kaiser Permanente member, patient or employee.

INTELLECTUAL PROPERTY
I agree and acknowledge that all work product including, but not limited to, concepts, works, inventions, information, drawings, designs, 
programs, code or software developed by me, whether alone or with others, and whether completed or in-progress, created at any time, 
including prior to the date hereof, in connection with my employment with Kaiser Permanente (collectively, “Work Product”) shall be the exclusive 
property of Kaiser Permanente. Kaiser Permanente owns and will own all right, title and interest (including, but not limited to, all marks, trade 
secrets, copyrights, patents, and other intellectual property rights) (collectively, “Proprietary Rights”) in such Work Product. I agree that the Work 
Product is and shall be a “work made for hire” to the fullest extent permitted by law, with all copyrights in the Work Product owned by Kaiser 
Permanente.
To the extent that the Work Product does not qualify as a work made for hire under applicable law, and to the extent that the Work Product 
includes material subject to copyright, patent, trade secret, or any Proprietary Rights protection, I hereby irrevocably transfer, assign, and convey 
to Kaiser Permanente all right, title and interest in and to the Work Product, including, but not limited to, all Proprietary Rights in and to any 
inventions and designs embodied in the Work Product or developed in the course of my creation of the Work Product. This transfer, assignment 
and conveyance of rights shall include, without limitation, the following: all rights to reproduce said Work Product in copies, to prepare derivative 
works, and to distribute copies to the public by sale and other transfer of ownership to the full end of the term for which copyrights are granted, 
and free and clear of any liens, claims or other encumbrances. I agree to execute at any time all such papers and documents as may be 
advisable, in Kaiser Permanente’s opinion, in order to protect, assign, record, renew, or otherwise effectuate the rights herein. I appoint Kaiser 
Permanente as my attorney-in-fact to execute assignments of, and register all rights to, the Work Product and the Proprietary Rights in Work 
Product. This appointment is coupled with an interest. I waive, for me, my heirs, successors and assigns, my right to terminate this assignment 
at any time during the term of the copyright. I acknowledge that I hold no copyright in the Work Product and will have no right to reproduce, 
prepare derivative works, or distribute copies of the Work Product.
This agreement regarding the assignment of my rights to certain intellectual property does not apply to any invention for which no equipment, 
supplies, facility, or trade secret information of Kaiser Permanente was used and that was developed entirely on my own time, unless (a) the 
invention relates (i) directly to the business of Kaiser Permanente, or (ii) to Kaiser Permanente’s actual or demonstrably anticipated research or 
development, or (b) the invention results from any work performed by me for Kaiser Permanente. To the extent the terms of this “Intellectual 
Property” section conflict with the terms of another agreement governing Kaiser Permanente’s ownership of Work Product and Kaiser 
Permanente’s Proprietary Rights therein, the terms of the other agreement shall control.

DISCLOSURE OF TRADE SECRETS 
Under the federal Defend Trade Secrets Act of 2016, an individual cannot be held criminally or civilly liable under any federal or state trade 
secret law for the disclosure of a trade secret that: (1) is made (a) in confidence to a federal, state or local government official, either directly or 
indirectly, or to an attorney; and (b) solely for the purpose of reporting or investigating a suspected violation of law; or (2) is made in a complaint 
or other document filed in a lawsuit or other proceeding, if such filing is made under seal.

VIOLATION OF AGREEMENT
I understand that my failure to comply with any part of this Agreement may result in disciplinary or other action, including denial of access to 
Kaiser Permanente Information, and/or termination of my employment, contract or affiliation with Kaiser Permanente, Kaiser Foundation Health 
Plan of Washington Options, Inc., or Washington Permanente Medical Group, or my right to practice in Kaiser Permanente medical offices and 
buildings. I understand that, in some circumstances, Kaiser Permanente may report violations of this agreement to the appropriate regulatory
agency or other federal, state or local law enforcement authorities.

DM2884000-01-17 (DM-2884)


