SYLLABUS

Network Security 
TCSS 431 

	Instructor: 
	Don McLane

	E-mail: 
	dmclane@u.washington.edu

	Phone: 
	253-692-5812

	Office: 
	Cherry Parks 238

	Office Hours:
	After class and most afternoons; appointment recommended.

	Text:
	“Applied Cryptography” by Bruce Schneier, Wiley


Description:

Computer networks are ubiquitous, both within organizations, across organizations, and, with the explosive growth of the Internet, across the globe. Not only is critical business information being transmitted across these networks daily, from electronic transfers of billions of dollars to corporate trade secrets, but large amounts of personal, individual information is also being transmitted, from credit card numbers to sensitive medical data. 

Increased dependence on networks, brings with it an increased need for the data transmitted on to be reliably and securely transmitted and received so that only intended recipients are able to access sensitive data. As a result, there are increasing needs for highly skilled computer professionals able to understand the complexities of security threats and available countermeasures. 

The central goals of this course are: 1) to learn about the field--its vocabulary, paradigms, and major research results; 2) to be able to translate these results to real systems; and 3) to leave with a solid foundation for continued learning in this quickly evolving field. 

The class format will be primarily lecture based, but interspersed with discussions, demonstrations, and, later in the quarter, presentations by student groups. Some class sessions my be held in Information Assurance and Networking Lab, Cherry Parks room 206H. These will just be to make sure everyone gets started OK. You will need to spend a lot of time in the lab, outside of class time. Key card access will enable you to enter the lab any time. 

Prerequisites:

TCSS 422, Computer Operating Systems is required.

Objectives: 

· be able to recognize and discuss ethical issues in network security. 

· explain the capabilities of cryptographic protocols 

· explain what various steps in a cryptographic protocol accomplish 

· modify a cryptographic protocol to accomplish a given goal 

· know what counter measures are available to mitigate various security threats 

· be able to deploy and manage security applications 

· appreciate the need to monitor security infrastructure 

· reinforce and extend knowledge of network protocols. 

Grading:

Students will do the following coursework, with the indicated grade weights:

	Lab Assignments
	35%

	Presentation
	10%

	Midterm Examination 
	25%

	Final Examination 
	25%

	Class Participation
	5%


  

All email correspondence in this course is required to be signed and encrypted. Lab assignments and other documents will be encrypted as well.

There will be weekly lab assignments. Lab assignments must be submitted by uploading to a CVS repository (signed and encrypted, of course). No late labs accepted.

Most lab assignments will be done in the Information Assurance & Networking Laboratory. This Lab can be isolated from internet. Students will typically work in small groups. Students will individually submit a report for each lab of about two pages of text, often with additional supporting diagrams or printouts. 

You will be randomly assigned to a small group, to work at one of the workstations in the IA&N. For the presentation, you can form your own groups. Group sizes will depend somewhat on class size. 

There will be group presentations on a topic related to the course. Your group can choose the particular topic, but it must be approved by the instructor. Presentations will be for about 20 minutes. Everyone in the group receives the group grade. You will be evaluated on style, professionalism, and clarity. 

You will be expected to contribute to the class. Ask a question (it's inconceivable that my lecture is perfectly clear). Since the topic intersects with so many social and ethical issues, I will pose discussion questions regularly in class. Your contribution will determine your class participation grade. 

Ethical expectations:

Professional ethics are taken very seriously. There will be no tolerance for computer trespassing, computer vandalism, or negligence of safeguards. Know and abide by: UW Computer use policies , the Wire Taping Act, ECPA , the 4th Amendment ... at a minimum. When in doubt ask!

Labs will ask you to investigate security of classmates systems. That's what the lab is for. NEVER, EVER do anything like that outside of the lab, unless you have explicit permission! Preferably written permission! 

When investigating the security of a system--don't do any damage. Find a vulnerability. Tell everyone about it. Help fix it. 

Academic Honesty

Students are expected to conduct themselves with the highest levels of academic and professional integrity and honesty. Violations of academic honesty will be subject to severe disciplinary action. Please familiarize yourself with the UW Student Code, if you have not done so already.

You are expected to submit your own work. It is acceptable to discuss the problem with others, but you must develop and implement your solution independently. If it is appropriate for your solution to incorporate code written by others, it must be properly documented. If you have questions regarding how to properly document incorporated code, please read Professor Tenenberg's, "The use of copied software".

PLEASE BE WARNED - STUDENTS WHO ALLOW OTHERS TO COPY THEIR WORK WILL BE SUBJECT TO THE SAME PENALTIES AS THOSE STUDENTS WHO HAVE CHEATED BY COPYING!

IMPORTANT: If you would like to request academic accommodations due to a permanent or temporary physical, sensory, psychological/emotional or learning disability, please contact Lisa Tice, Coordinator for Disability Support Services (DSS). An appointment can be made through the front desk of Student Affairs (692-4400), by phoning Lisa directly at 692-4493 (voice), 692-4413 (TTY), or by e-mail (ltice@u.washington.edu). Appropriate accommodations are arranged after you've presented the required documentation of your disability to DSS, and you've conferred with the DSS Coordinator. 
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CSS431 – Network Security, Tentative Schedule.
	Week
	Date
	Topic
	Assignments

	1
	
	
	GPG

Reading: "Why Johnny Can't Encrypt"
	GPGLab

	
	
	
	
	

	
	
	
	

	2
	
	
	Ethics (handout) 

Bishop, part 8, Practicum 
	VMwareLab

	
	
	
	
	

	
	
	
	

	3
	
	
	Passwords

Schneier Chapter 1, Foundations 

Schneier Chapter 2, Protocol Building Blocks 
	EtherealLab

	
	
	
	
	

	
	
	
	

	4
	
	
	Schneier Chapter 7, Key Length

Cryptographic Hash Functions
	FirewallLab

	
	
	
	
	

	
	
	
	

	5
	
	
	Schneier Chapter 8, Key Management 

Mid-term Examination
	PenTestLab

	
	
	
	
	

	
	
	
	

	6
	
	
	Schneier Chapter 3, Basic Protocols

Needham Schroeder
	IDSLab

	
	
	
	
	

	
	
	
	

	7
	
	
	Schneier, 24.5, Kerberos

Tripwire
	SSLLab

	
	
	
	
	

	
	
	
	

	8
	
	
	Schneier Chapter 4 

Schneier Chapter 5, Advanced Protocols (zero knowledge proofs)
	KerberosLab

	
	
	
	
	

	
	
	
	

	9
	
	
	Schneier Chapter 5, Esoteric Protocols (evoting, digital cash) 

 
	VPNLab

	
	
	
	
	

	10
	
	
	Group Presentations
	

	
	
	
	
	

	11
	
	
	Final Examination
	

	
	
	
	
	

	
	
	
	




  

