COURSE SYLLABUS

TCSS 581 - Cryptology

Prerequisites 

Graduate Students: TCSS 543 

Undergraduate Students: TCSS 343

Course Content

Cryptography deals with methods for enciphering messages and data. Cryptoanalysis is the science of attacking and breaking ciphers. Cryptology is the union of the two. This class will cover methods of enciphering - past and present; cryptanalytic attacks and some examples of modern implementations. The class will cover the needed mathematical background, which includes discrete mathematics, topics in Number Theory (prime numbers, factorization, modular arithmetic) and complexity.

Course Learning Objectives

Upon completion of the course, a student should be able to:

· Understand the fundamental concepts of encryption and decryption.

· Understand how some modern secure systems are implemented.

Textbook
Making, Breaking CODES. Paul Garrette, Prentice-Hall, 2001.

Assignments and Grading

Six homework assignments (30%); 2 midterms (15% each); and a final exam (40%).

Additional Reading: 

Applied Cryptography, Bruce Schneier, John Wiley & Sons, 1996.

Computer Security Art and Science, Matt Bishop, Addison Wesley, 2002.

SCHEDULE

	
	Lecture Topics
	
	

	Week 1
	Introduction; basic terminology, shift ciphers
	Intro. – Chapter 1
	

	
	Modular arithmetic, one-time pad
	Chapter 1
	

	Week 2
	Counting, Probability (review)
	Chapter 2
	Hw#1 Due 

	
	Cryptanalysis examples
	
	

	Week 3
	Permutations
	Chapter 3
	Hw#2 Due

	
	Cryptograms, anagrams
	
	

	Week 4
	Midterm 1; Chapters 1-3
	
	

	
	The Vigenere cipher
	Chapter 4
	

	Week 5
	Cryptanalytic scenarios
	Chapter 4
	

	
	The Friedman attack
	Chapters 4/5
	Hw#3 Due

	Week 6
	Modern symmetric ciphers
	Chapter 6
	

	
	DES, AES
	Chapter 6
	

	Week 7
	More modular arithmetic, inverse-mod.
	Chapter 7
	Hw#4 Due

	
	Primitive roots, discrete logic
	Chapter 7
	

	Week 8
	The Hill Cipher
	Chapter 8
	

	
	Public-key ciphers
	Chapter 10
	Hw#5 Due

	Week 9
	Public-key ciphers
	Chapter 10
	

	
	Primes and pseudo primes
	Chapter 16
	

	Week 10
	The real world, examples
	Notes
	Hw#6 Due

	
	The real world, examples
	
	

	Final
	Final Exam (comprehensive)
	
	


Support for Students With Disabilities
If you would like to request academic accommodations due to a permanent or temporary physical, sensory, psychological/emotional or learning disability, please contact Lisa Tice, Coordinator for Disability Support Services (DSS). An appointment can be made through the front desk of Student Affairs (692-4400), by phoning Lisa directly at 692-4493 (voice), 692-4413 (TTY), or by email (ltice@u.washington.edu). Appropriate accommodations are arranged after you have presented the required documentation of your disability to DSS and you have conferred with the DSS Coordinator.

