New Course Instructions

· Do not use & symbol in the course title. Please spell out the word (& ok for abbreviated title).

· A syllabus is required for all new course applications that will be offered for more than one quarter.

· Minimum requirements for submitted syllabus:

· Course overview and curriculum content

· Learning Goals/Objectives

· Required Texts, readings, films, websites, etc 

· Evaluation and grading to include information on expectations for assignments, projects, exams, etc., should include relative % for each area.

· Course Schedule

· For information on creating a course syllabus see CIDR’s “Planning the Course Syllabus”: (http://depts.washington.edu/cidrweb/Bulletin/Syllabus.html)

· If you would like this course to be part of an approved elective list for your major, please state this in the justification.

· Seven additional copies of both this form and all accompanying documentation must be submitted with this form. Note: some college or school curriculum committees require more copies.

· This form is two pages (not counting this page). A single, double-sided page is preferred, but not required.

· Additional instructions on how to fill out this form can be found online at http://depts.washington.edu/uwcr/instructions.html.

	NEW COURSE APPLICATION
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	Prefix (6 characters max.)
	
	Number 

	University of Washington
	  TINFO
	
	442

	Curriculum Review Committee
	Offered jointly with:
	
	

	
	  
	
	  

	

	 College or School
Department

Date   

    UW-Tacoma               Institute of Technology

10/18/10


	 Course Title
Credits

 Computer Security
5

	Abbreviated title for transcripts (not to exceed 19 characters, including spaces, Type in CAPS): 





1.
PURPOSE OF REQUEST


( Permanent new course, to be effective Winter Quarter 2011.

( Temporary new course , to be offered beginning         Quarter 20        through         Quarter 20        .

( Extension of a temporary new course , to be offered beginning         Quarter 20        through         Quarter 20        .

( Conversion of a temporary new course , to be offered beginning         Quarter 20        .


( Approval to offer this course as a Distance Learning (DL) status course. (Please attach Distance Learning Supplement form.)


( Permanent CR/NC grading only.


( Enforce automatic cancellation of registration if prerequisites not met (undergraduate classes only)

( Application is accompanied by an application to drop or change an existing course that has the same course number as the course requested here.

	Attach a course syllabus/outline and reading list if this course will be offered for more than one quarter.


2.
JUSTIFICATION and CONTACT INFORMATION


Explain why this course is being proposed, including its relationship to your overall curriculum and what comes before and after this course. Please list contact information for individual(s) submitting this application. (Attach additional sheet if necessary.)

The ITS degree program consists of 12 knowledge areas such as Information Technology Fundamentals (ITF), Information Assurance and Security (IAS), etc. This course supports one of 12 ITS knowledge areas – Information Assurance and Security (IAS). The reality is that every networked computer will come under attack eventually.  Students in IT track need to understand computer related vulnerabilities, attacks, threat analyses, security countermeasures, etc. to administer the computer network and systems from security breaches that are occurring on an organization’s network. 
	Contact Name:  Yan Bai
	Phone: (253) 692-5863
	yanb@u.washington.edu
	Box #: 358426


3.
CATALOG DATA/COURSE DESCRIPTION

If course is below the 500 level, the department can recommend that it be accepted toward the following undergraduate general education requirements. Check all applicable categories Areas of Knowledge ( VLPA   ( I&S    (  NW    (  QSR   ( C 
	
Catalog description (Must be double spaced.)


(50-word limit)
Discusses the theoretical and practical issues surrounding computer security and data protection. Explores formal models of encryption and authentication. Examines operating system and program security with vulnerabilities analyses. Includes a lab component for demonstrating computer security techniques such as malware analysis, and access control is included.

Optional Catalog information (include only if you want this information listed in the General Catalog description):

Names and ranks of probable instructors (Include curriculum vitae for any instructor not now on the University faculty)


Yan Bai (Assistant), Sam Chung (Associate), Seth Syberg (Lecturer)






 


Quarter(s) offered (A, W, Sp, S) 
W









REV.5/07




COMPLETE OTHER SIDE OF THIS FORM

4.
CREDITS AND HOURS


a.
Contact and outside hours:  1 credit represents a total time commitment of 3 hours per week of student effort.
	Contact hours per week


Lecture
   4   
Laboratory
    2      

Quiz section
             
Studio
             

Seminar
             
Other*
             

*Attach explanation and justification for “other” contact hours.

TOTAL WEEKLY CONTACT HOURS:
	5 

	
How many additional hours will a student be expected to spend


each week in preparation for this course?



TOTAL WEEKLY OUTSIDE HOURS:
	10

	








TOTAL WEEKLY CONTACT AND OUTSIDE HOURS:
	15



b.
If variable credit, how will the number of credits awarded be related to the amount of student effort required?


c.
How will students be evaluated for credit or grades? Provide specific information on assignments, projects, exams, etc. and relative % for each area.



Assignments (20%), Term Project (20%), Labs (20%), Mid-Term Exam (15%), and Final Exam (25%)
5.
STUDENTS


a.
Anticipated enrollment per quarter 
30.

b.
Types of students expected (nonmatriculated students, undergraduate majors, undergraduate non-majors, graduate or professional students):
Undergraduate majors
6.
LEARNING OBJECTIVES

Upon successful completion of the course, students shall be able to:

•
Understand the basic principles for computer security, and be able to apply these principles to networks, systems, users, and programs.

•
Use some important and popular security tools, like encryption, digital signatures, firewalls, intrusion detection systems. 

•
Identify the vulnerability of the computer systems and recognize the mechanisms of the attacks, and apply them to evaluate and design counter-measure tools.
7.
JOINT COURSE


List all departments, schools, or colleges participating.  Joint course applications require a signature from each unit.


(If units from more than one school or college participate, a separate application must be filed by each.)

	Name of unit

(List the unit responsible for

administering the course first)
	Course prefix

and number
	New

Course
	Existing

Course
	Signature of chair

	
	   
	   
	   
	   

	   
	   
	   
	   
	   


8.
OTHER COLLEGES, SCHOOLS, OR DEPARTMENTS AFFECTED

If this course includes subject matter currently dealt with by any other University units, the originating department must circulate this application for review by those units and obtain the necessary signatures prior to submission.  Failure to do so will delay action on this application.

	Name of unit
	Signature of dean or chair
	Recommend

approval
	Recommend

disapproval

(attach explanation)
	Date

	  
	  
	  
	  
	  

	  
	  
	  
	  
	  

	  
	  
	  
	  
	  


9.
APPROVAL








Date

Chair of submitting department/unit     Orlando Baiocchi
Oct. 18, 2010

College Curriculum Committee [image: image1.png]


12/13/10


College Dean/Vice Chancellor [image: image2.png]oA Eusbu'mg/



12/16/10
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