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Inland Northwest Health Services

Information Resource Management

Security Agreement

The following policy governs the use of the above referenced access privileges and electronic information stored and transmitted via the INHS/IRM network or connected devices and does not cover other information, which is the responsibility of hospitals, providers or other associates.

I (undersigned) do hereby agree to comply with the following policy while exercising access privileges granted to me for accessing the INHS/IRM network in the performance of my job.  

I agree that I will:

1. at all times maintain the confidentiality of all electronic patient health information that I come in contact with, 

2. not reveal any electronic information that is proprietary or business confidential/ organizational to any third-party without express written authorization from INHS executive management or the individual at my facility responsible for granting approval (authorization may be in the form of specific job duties per the job description/job code of the individual signing this agreement), 

3. not attempt to access any electronic information to which I have not been granted access authorization, including but not limited to application modules, programs, patient health information, payroll and personnel records,

4. utilize this access only for business related purposes necessary to performance of my job,

5. ensure the confidentiality, integrity and security of all accesses of the INHS/IRM network made by me (remote or otherwise) by not allowing unauthorized persons to utilize business related computer equipment under my control or to otherwise access or view my computer sessions,  

6. ensure that all data transmissions, involving any device or network (wireless or otherwise) that terminates or originates in my area, use appropriate encryption and are protected with appropriate password protection (if under my control), 

7. not allow others the use of my password or other access privileges and will not attempt to use the password or access privileges of another,

8. use and keep my password and all other electronic access information (including IP addresses, SSID’s or any other type of authorization code I’m given) in strictest confidence and report to my supervisor (excepting MD’s) and IRM Security (via the Help Desk at 509 474-3366 or Security@inhs.org) if I suspect that my password or any other individual’s password has been compromised in any manner,

9. change my password or request a new password if I suspect mine has been compromised in any manner,

10. not use a password that contains a name, a pet’s name, any real word or repetitive/consecutive string of characters (too easily guessed) and will use only randomly selected passwords (please contact the IRM Helpdesk if assistance is desired with setting a 
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new password), Meditech passwords are to be 6 alpha and 2 numeric (aaaaaann) in makeup and this is per INHS policy,

11. only copy or save electronic patient health information to INHS/IRM network assigned drives (i.e. not my own computer hard drive typically known as the “C:” drive), excepting in instances where I must do otherwise to perform my job and in such instances I hereby acknowledge and accept full responsibility for maintaining confidentiality of that information,

12. handle business related data and electronic information stored on removable media (diskettes, CD’s, etc.) with the utmost care and sensitivity as it is particularly vulnerable to damage, theft, and other potential loss, 
13. verify the appropriateness of any printer (selected as the destination for any print output that I am directing to a printer) prior to routing each and every print job that I am in control of, 

14. EXIT completely or activate a password protected screen saver, when leaving any workstation or device unattended,

15. immediately report any known or suspected security violations to Security@inhs.org,

Further, I understand that a breach of these policies constitutes grounds for disciplinary or other such actions as may be appropriate including but not limited to termination of my access to INHS/IRM computer systems.  Also, a breach of this policy may initiate other actions in accordance with specific policies of the respective hospital group(s) associated or my employer.

Additionally, I acknowledge that my computer activity may be logged and/or monitored by INHS/IRM for security or other purposes and therefore cannot be considered personal, private or confidential to me.  Resulting activity reports may be shared with my employer, law enforcement or other authorities and be the grounds for such actions as may be appropriate. 

*For Digital Authentication Use*

Physicians who desire to authenticate reports of their patients through the use of a digital signature additionally agree to the following:

1. I understand that my unique password constitutes my digital signature and that it must be treated as confidential information.

2. I understand that my digital signature authentication privileges will be withdrawn if I allow any other individual to utilize my password to access the system.

3. I have read the INHS Digital Signature Policy and will abide by it.

I have privileges at the following hospitals:

Deaconess ___
Holy Family ___
Sacred Heart ___
Valley ___
Other ______

___________________________________________
___________________________

Signature
Date

___________________________________________
___________________________

Name  (Please Print First, Middle Initial, Last)
Title

___________________________________________

Medical Practice

Fax to 232-8287                                                                             


