UW Medicine
INFormaTioN TECHNOLOGY  Review and Certify UW Medicine Account Access

Identity and Access Management Su p erVi S O r G u i d e

Review and Certify UW Medicine Account Accesss using SailPoint IdentitylQ

Purpose / Overview

Managers of UW Medicine staff are required to review their team access to Epic and
Active Directory, certifying compliance with UW Medicine ITS identity and access
management standards.

Please review the instructions in this guide and complete your audit steps as outlined.

Supervisor Task Summary

STEP Required/Optional
Review Frequently Asked Questions Optional

1. | Log into SailPoint IdentitylQ Required

2. | Navigate to Pending Certification Required

3. | Review the list of user accounts and Line-ltem | Required
Approve or Deny
4. | Delegate review to another manager. Optional

5. | Sign-off on Access Required
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Question

Answer

Some of my current team members do not
appear on my certification list. What should |
do?

You’re seeing the list of accounts your team
members have, not necessarily all of your
team members. Common causes of unlisted
members would be that the missing team
members do not have AMC accounts or they
may be assigned to another manager. You
can email iamaudit@uw.edu and we can
research the issue. Do not approve your
certification if you do not have all team
members on your list.

| do not recognize some team members on my
list or they have since transferred to another
team. What should | do?

Use the reassign function outlined in Step 4 of
this guide to assign these members to another
manager if you know which team they should
be on. If you do not know on which team they
should belong, email iamaudit@uw.edu for
assistance.

Some team members on my list have
separated from UW Medicine and | know they
have not returned to work for another team.
What should | do?

Click “Remove” for access to Epic and AMC.

| have line items that refer to accounts that are
utility accounts or services, not actual people.
What should | do?

If you do not use or recognize them, click
“‘Remove” for access to Epic and AMC.

| need to ask someone else to review my list
for me while I'm gone. What should | do?

Use the reassign function outlined in Step 4 of
this guide to assign these members to another
manager Then type in some comments to give
them guidance. Then click the Reassign
button.
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STEP 1: Log into SailPoint IdentitylQ (required)

Estimated Time: 1 minute

TASK NOTES

1. Loginto Pulse Secure SSLVPN or connect to UW
Medicine “on site” networks on an AMC https://sslvpn.medical.washington.edu
computer.

2. Click the Internet Explorer web browser on

your desktop.
*SailPoint IdentitylQ is also compatible with E
Edge, Firefox, and Chrome

4. Navigate to https://sailpoint.uwmedicine.org

5. Loginto SailPoint using your AMC Username
and Password.

e @ https://sailpoint.uwmedicine.org/identityig/login.jsf?prompt=true ~ @ C || Search... 0~
@ sailPoint IdentitylQ x

Medicie

UWM IAM SailPoint [1Q

This is a University of Wasl| ton Medicine system. It is to be used b
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STEP 2: Navigate to Pending Certification (required)

Estimated Time: 1 minute

TASK

1. The pending Access Reviews box will display the number of reviews you need to complete.
Click on Access Reviews.

- x
ec @ nirps pomnt-test uwmedicine.org it mest ~ @& C || Search L0~ :
@ sailPoint identylQ - Home

File FEdt View Favorites Tools Help
’. > B Mk v Pagev Safetyv Tools~w ﬂ'

UW Medicine

= Home My Work ~

# Home s Edit

Access Reviews )

1

Latest Violation Work Items Both v My Access Reviews Latest Approvals

Reviews: 0
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2. Alist of your team members and their accounts will display. The names listed should be your
direct reports as of the start of the audit period.

UW Medicine

Home My Work ~ Identities v Applications ~ Intelligence ~ Setup ~

< SailPoint 2020 Q3 Manager Certification L O eHep

Eust> Open [ Review

Mcoumnsv | [& GroupBy Y Filter v
First Name Last Name Type Display Name Account Name Identity Decision

James Simmons Account Account james11 on AMC- james11 Simmons, Jim

Active-Directory

James Simmons Account Account EUID5025490 on EPIC EUID5025490 Simmons, Jim =

Lisa Puliafico Account Account Impuli on AMC-Active- Impuli Puliafico, Lisa Marie =
Directory

Lisa Puliafico Account Account EUID5017712 on EPIC EUID5017712 Puliafico, Lisa Marie =

Cyndi O'Farrell Account Account cyndiof on AMC-Active- cyndiof O'Farrell, Cyndi =
Directory

Cyndi O'Farrell Account Account EUID5025994 on EPIC EUID5025994 O'Farrell, Cyndi —

Kirsten Haynes Account Account haynesk on AMC- haynesk Haynes, Kirsten
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STEP 3: Review the List of User Accounts and Line-ltem Approve or Deny
(required)

Estimated Time: 3-5 minutes

1.

O O O O

o O

Review each line item on the report.
Each person will potentially have AMC or EPIC access, as indicated by account name.

Click the green Approve button or the orange Revoke Account button on the far right for each name
listed.
Revoking AMC Account access means the individual will lose

The ability to log into an AMC workstation

The ability to login to Kronos

The ability to access Epic

UW email access — IF — they have no other reason for email @uw.edu (e.g.Alumni, retirees, UW
employment elsewhere)

SharePoint

Fileshare access

Access to many other applications

Revoking Epic Account access means the individual will lose:
Access to Epic only

Need more information to decide?

Details are available on each line item under the navigation menu on the far left, aka the “hamburger
menu”:
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3. AMC account detail example

AMC-Active-Directory: james11

Account Details Application Details

Disabled Account: false

accountFlags:
» Normal User Account
» Password Cannot Expire
« Password Not Required
cn: james11
description: ## ProjMgr Rev Cycle; M; ITS - ORCA

displayName: Simmons, James S

distinguishedName: CN=james11,0U=U: DC=testamc,DC: ine,DC=org

givenName: Jim
initials: 8
msDS-PrincipalName: TESTAMC\james11
msNPAllowDialin: Not Set
objectClass:
top
person

= organizationalPerson
* user

objectSid: 5-1-5-21-979574506-308041224-658320111-116676
objectType: user

objectguid: {6e8694e8-2424-421G-8092-568846197111]
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4. Epic account details example

EPIC: EUID5025490

Account Details Application Details

Disabled Account: frue

BlDefaultUser: JAMES11

CommunityUser_Deactivated: false

CommunityUser_ReceiveExternalEmail: faise

CommunityUser_ReceiveGroupNotifications: false

CommunityUser_WebExternalidentifier: james11

ContactComment: Update

CustomUserDictionaries: Index = 1 ; Value = \\epic-fs-p 1. medical washington edu\epicfile$\Dictionary\EUID5025490 dic

DefaultLinkedTemplatelD: T1103000

DefaultLoginDepartmentlD: 320999

llQDisabled: true

IsActive: false

IsBlocked: false

IsPasswordChangeRequired: false

Linked TemplateConfig: 1d = T1108000 ; Name = UWM LINK VIEW ONLY

LoginDepartmentFilterSetting: Exclusive

Name: James S Simmons

5. Save Decisions
When you finish reviewing each line, be sure to click Save Decisions at the bottom

Clear Save 12 Decisions
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STEP 4: Delegate Items to Another Manager (optional)
Estimated Time: 1 minute
Do this when items on your list should be reviewed by another manager.

TASK

1. Check line item boxes to select for reassignment. Check off any line items you would like to reassign. On
the left hand side of each row is a box you can tick off. Checking the box selects the rows.

- O e
s/ Vail poil-esturedicing.org identityin/ c eilicationcerddicalion. jsB2/c e iicstic 432350672111 TdaB1 72200 Wed = i & | Search.. 2 -
1
& SailPeint identitylC) - My Ac
File Edit V“emw Faverites Tools Help
b ) =~ Page = Salety ~ Took = G~

UW Medicine

= Home My Work = Watking, Mark VW -

<« SailPoint 2020 Q2 Manager Certification Mark Watkins & O ©Hup

5ty Open B Review

M Columers » [ Group By | Y Filler %

Firsi Masme Last Name T Display Haine Desciiplion Application Accaant Name Drecision
E Thomas Youdenan Apcount Account byoud AMC tyoud ul Appoove Aewoke Accour =
an ARG At
Acve Dwraclony
Direclory
Thoemas Voudanan Arcount Arcoun FRIC B 35 b Approve Aevoke Accoun —
EUIDSIAETA
an EFIC
- W
@ Thamas Yiuxdanan Anzount Arcount AMIC- Tyoud_ wlb Approve Hewnks Ao
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2. Click the Reassign button. Located in the upper left, above the list.

- | Es
3 W htpensilpcim et iciem ong/identgig ceificeton/ e e ation S s etfication Ded I 4a 56T F T el 172200 e = il € | Swarch.. o - gl L
(B Sailuint IdenlitdD - My A
Fiw Edili Yiew Foewimm Toch Hdp

UW Medicine

= Hnma ety \lark =

¢ SailPoint 2020 G2 Manager Certification Mark Watkins L 8 ey

={IE Open B Review

Rezssign (%) M Columns » E] Geoup Ay T Flins w
Firal Murms: Ll Nisros ] Ulisgilay Wanw e iyiom Appliculin Arsounl Mams i

& Thomm Youcenan Acceml Account oud AR tyoud o Bperovs || Fesske sccont | | =
an ARC Aechve
Active Dirachary
[lirsaziany

= Thaimes FInEERIEEN A Acrniel i ELNCS0132 25 il Aporove Riowoke &ccount =
[SLILO e )
on EFIC

B Thomas Youseran Acoouml Aocownt AT youd_ o Approve || Fevoke Acomni | | = .

o
1
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3. A pop-up window opens with details you need to fill out: the Recipient, the Description, and your

Comments
- a *
el poink- bt awmmsdicne.ong dentigag certific atizn/ certific ation e 8 e fieabinn Tad 1 a SET2 H T afil 22000 e = arch.. - ¥
el g , et f Diael 1 SHT HA el T220001F. &2 Search n
@ aniBrond et - Wy AL % |
Fle Eit Yiew Fovoitm Toch  Help
L fii =~ Bl - 21 = - Page Seiey - Toch- e

¥ou are Taretaming awnership of these carfication Fems 1o e recipiant bekom. Thi fems wil be remdsed i yoer
certfization Immedabely after you dick an the Foassips brban

Heclplent *

Descripgion
Coartity Treese berve

IR =
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4. Search for the new recipient by Last Name, and once you find them, left-click to select them from the

list.
| b
a () hrctps 2l poan best apmerasd bcine v et ity g certificat ioncertit oo o, e catifices o Ted LaSET2 AT 122000 e+ @ | | Search, =
B et et - Wy A |
Fie B W=  Fevoibs Toak Helg
W Siv B v o m v vapew smeyv inche e

Feasaign 3 llems

‘iora are bran sfamin g ownarshig of fhese cadficafion Foms o the secipienl belos Thi Bems will b= removad fom sour
coriicabion immedizlcly afor you oickon the Reassion Buion

Bozlplent™

deee|
[T -

adrandidew. edy

& Deleon, Gleoy F

Lo ko

s -
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5. Place a comment on the reassignment. When you reassign, be sure to leave a Comment for the person
who receives it. The will receive some information about the reassignment from SailPoint, but the
specific reason you’re reassigning it is helpful for them to know why they’re seeing it. A sentence or two
is all that’s needed.

- a =
G @ hitps: ssailooint-testuwenedicine cegidentityo/certhcaton cerbf cation. ) cert fication/ Uad 24256 12T Tl F200 e = @ S | | Seaech. B e
@ sailPeint iGentit - My de.. % | ]
Fle Edr ‘Wew Favortes Tools Help
i Niov Bl v 0 B - Pages Selwye s @

¥om arn fanciaming cwnarchip of thesa carticafion Bams 1n tha moplars balnw Tha Bares will e mmoved from your
rerifirsfiinn immaidiadaly afier you dek on the Reassign iilnn

Recipiem *

& Delean, Josepn 7

Descriplion
Cenity theso dems

Comanenis

Reassigning thesa staff o you

-
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6. Click the Reassign button. This completes the reassignment workflow.

e @ hittps:/sailpoint-test uvwrmedicine org/identityig/ certficztion/ cerification jsf#/ ceification 0ad424a5672 1174281 T22001fer = i & | Search P i@
@ seileine |dentityl]) - My A % || T

File  Edit  View Fevorites Teols  Help

= ﬁ - = @ * Pager Saferyr Tockr e-

n 3 ltems

Wau are ransheming ownership of hese cerlificaBon ibems 1o the recipien] below. The: Bems will be remosed Fom you
castihcaton smmadsalely after you dick on the Raeassign butbon

Reciplent *

i., Deleon, Joseph 7

Description

Certify these items

Commenls

Type your comment here

Cancel

W% -
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STEP 5: Sign-off on Access (required)

Estimated Time: 1 minute

TASK

Final Sign-Off: Complete the Certification

ONE LAST TASK - YOU MUST DO THIS STEP TO COMPLETE THE CERTIFICATION!

After you save your decisions and all team member decisions are accounted for, you must
provide final Sign-off.

1. Click Sign-Off Decisions — once you do that, You are done!

Almost Done!

review. To complete the access review, sign off on all certification decision:
sefected by yourself or a delegate - are correct to the best of your knowle
# Sign-Off Decisions
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